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Job Description


Job Title:	Trainee Cyber Security Officer (with formal qualifications attached)
Management Team:	Finance & Corporate Service
Department:	Digital/WebTeam
Location:	Civic Offices, 2 Watling Street, Bexleyheath, DA6 7AT
Reports to:	Team Leader
Contract:	Fixed Term (6 years whilst studying towards level 3, 4 and 6 qualifications)
Salary:	Level 3 – Bexley03 £28,221 per annum
	Level 4 – Bexley07 £32,535 per annum 
	Level 6 – Bexley10 £36,372 per annum
Qualifications:	
It will be the Council’s aspiration that the successful candidate will work towards the following qualifications on a career graded job description and become permanent.
Cyber security technician / Skills England
Cyber security technologist (2021) / Skills England
Cyber security technical professional (integrated degree) / Skills England
The Council is looking to recruit a Trainee Cyber Security Officer.    You will initially work towards a Level 3 cyber security technician qualification and progress onto a Levels 4 and 6 (degree).    
Each qualification will be fully funded, and candidates will be supported with off the job time for studying.  Once you have achieved Level 3 and 4 qualifications and assessed as Good or Excellent overall you will progress onto full time permanent employment with the Council and supported to study for the degree.
Our Digital/Webteam provide support to individual services keeping data information and all storage media safe.  
See Appendix A for career progression.
These opportunities will ideally suit you if you are keen to combine learning with working.   The ideal candidate will aspire to deliver good quality services to the residents of our borough.  We are looking for applicants who are eager to learn and want to make a difference in their community.  
Main purpose of the trainee role:  
These opportunities will provide you with experience in IT and Cyber Security, customer service, planning and organising.  You will receive good quality supervision with day-to-day support and assistance in a wide range of service responsibilities.   You will also attend college/university as required and will be expected to undertake the relevant studies to achieve the formal qualification which is part of the Government’s apprenticeship requirements.
Main Duties and Responsibilities: 
You will be able to demonstrate good communication, problem solving and organisational skills.  As an apprentice, you will be supervised and developed to assist in the management of processes and responsibilities of the team by:

Level 3 – Cyber Security Technician (Foundation Stage)
At this stage, you will focus on learning core IT and cyber fundamentals, working under close supervision:
· Responding to basic queries and incidents (e.g. phishing reports, password issues, suspicious emails).
· Assisting with day-to-day monitoring of security alerts, logs, and system activity.
· Supporting staff with advice on good cyber hygiene (safe use of email, strong passwords, avoiding scams).
· Helping to maintain user accounts and access controls as directed.
· Keeping accurate records of incidents and actions taken.
· Completing training modules and coursework, applying learning to practical scenarios.

Level 4 – Cyber Security Technologist (Intermediate Stage)
Building on the Level 3 foundation, you will take on more technical and investigative responsibilities, with greater independence:
· Monitoring and analysing security alerts and escalating potential threats for further investigation.
· Assisting in the investigation of low-level security incidents and documenting findings.
· Supporting the delivery of cyber awareness training and internal communications campaigns.
· Participating in regular audits, compliance checks, and vulnerability assessments.
· Helping to implement security patches, updates, and configuration changes under guidance.
· Contributing to small projects to improve cyber resilience and information security processes.
· Liaising with services and teams across the Council to promote secure practices.

Level 6 – Cyber Security Technical Professional (Advanced / Degree Stage)
At this stage, you will be working at a professional level with significant responsibility and independence, preparing for a permanent Cyber Security Officer role:
· Leading investigations into complex security incidents, coordinating response and remediation actions.
· Conducting threat analysis, risk assessments, and making recommendations to reduce exposure.
· Advising managers, staff, and project teams on secure system design, policies, and compliance requirements.
· Leading internal awareness programmes and delivering training to staff across the organisation.
· Supporting the development and implementation of cyber security strategies, policies, and standards.
· Engaging with external partners, auditors, and regulatory bodies on security and compliance matters.
· Acting as a subject matter expert in specialist areas such as network security, cloud security, or incident response.
· Contributing to long-term planning, resilience, and innovation in digital services.

Qualifications
This fixed term role will lead to a permanent post if the individual successfully completes Level 3, Level 4 and Level 6 qualifications alongside an assessment as Good or Excellent overall.  Details of the qualifications can be found on the following links:

Cyber security technician / Skills England
Cyber security technologist (2021) / Skills England
Cyber security technical professional (integrated degree) / Skills England


Knowledge, Willingness to Learn: Person Specification
Education
	Selection Criteria – Qualifications
	Essential or Desirable
	Method of Assessment

	5 GCSEs at A-C/4-9 level including English and Maths (or equivalent)
2 A levels (or equivalent)
Successful candidates must meet the entry requirements for Level 3, Level 4 and Level 6 qualifications as set out below
	Essential

Desirable

	Application form

Application form



Formal Training
	[bookmark: _Hlk24720975]Selection Criteria
	Essential or Desirable
	Method of Assessment

	Cyber security technician / Skills England

Successful applicants must meet basic requirements to secure a place on the above qualification

	Essential
	This will be organised by the Council for the successful candidate


Experience, abilities and commitment
	Selection Criteria
	Essential or Desirable
	Method of Assessment

	Demonstrate basic commitment and knowledge of the apprenticeship scheme and qualifications with a willingness to gain formal qualifications and on-the-job learning
	Essential
	Application Form/Interview

	Ability to learn and adopt Council procedures and follow legislative guidelines whilst maintaining confidentiality and sensitivity at all times
	Essential

	Application Form/Interview

	Ability to use ICT packages to input and manipulate data, which will include Word, Outlook, Excel and relevant bespoke software
	Essential
	Application Form/Interview

	Good written and verbal communication skills and the ability to pay attention to detail with a good level of customer service.
	Essential
	Application Form/Interview

	Good organisational skills and an understanding of how to prioritise in order to meet deadlines
	Essential
	Application Form/Interview

	Able to work remotely,  unsupervised for part of the working week.
	Essential
	Application Form/Interview

	Commitment to help employees and residents 
	Essential
	Interview

	Commitment to gaining Level 3 and Level 4 qualifications, attend college as required and meet qualification deadlines with a view of progressing onto the degree in the subject area
	Essential
	Interview

	Have a willingness to help others and a desire to learn about cyber security and meet environmental factors at all times.
	Essential
	Interview




Appendix A
Trainee Cyber Security Officer starting with Level 3 Cyber Security Technician
Duties & Responsibilities 
	Level
	Trainee Entry
Level 3 
	Once Level 3 is achieved
Progress to level 4
	One level 4 is achieved
Progress to Level 6  Cyber Security degree
	Progression to Senior Cyber Security Officer


	Approximate Duration
	
18 months
	Up to 24 months
	
Up to 36 months
	

	Grade
	Level 3 Bexley 03 
	Level 4 Bexley 07 
	Level 6 Bexley 10 
	Bexley11

	Doing
Knowledge










	Learning on-the-job.  Shadowing experienced officers.
Supported and supervised regularly by line manager and/or buddy/mentor
Resilience skills and an understanding of the service area.  Working towards handling enquiries unassisted and delivering an acceptable level of customer service to all parties.  
Able to meet deadlines, proof-read and show ownership in specific areas in the team.
Contribute to the production and development of security culture across an organisation including assisting with the promotion of cyber security awareness programmes, monitoring the effectiveness of cyber security awareness programmes, promoting an effective cyber security culture
Good written and verbal communication skills both at work and with college assignments.  
Learn to process cyber security helpdesk requests ensuring confidentiality, integrity and availability of digital information, meeting relevant legal and regulatory requirements for example access control requests.
Monitor, identify, report and escalate information security incidents and events in accordance with relevant procedures and standards.
Work towards showing empathy to our colleagues, residents and demonstrate good listening skills.
An ability to follow and interpret organisational procedures and processes.
Successful completion of level 3 Cyber Security Technician standard including End Point Assessment
		Have comprehensive knowledge and understanding of the key objectives of the team and a good awareness of local government.  Be able to perform tasks competently.   Have a desire to learn more and step up to level 4.  Be able to deliver excellent and effective customer service.
Show ownership of tasks; be able to plan and organise own workload both in work and college.  Be able to handle enquiries without assistance and give the correct information within timed deadlines.
Have good knowledge of the organisation’s policies and procedures including data protection, information governance and GDPR.  
Identify cyber vulnerabilities in a system to ensure security is maintained. 
Commit to the role and college, enjoy making a difference in the team and the lives of our residents.
Support cyber security risk assessments, cyber security audits and cyber security incident management
Configure, deploy and use computer, digital network and cyber security technology.
Be ambitious to challenge the norm, share innovative ideas and have a desire to progress into permanent employment or progression into more senior roles within the organisation. Ability to be part of a productive working environment where staff are clear about expectations.
Manage cyber security operations processes in accordance with organisational policies and standards and business requirements.
Successful completion of level 4 qualification



	
Leading investigations into complex security incidents, coordinating response and remediation actions.
Conducting threat analysis, risk assessments, and making recommendations to reduce exposure.
Advising managers, staff, and project teams on secure system design, policies, and compliance requirements.
Leading internal awareness programmes and delivering training to staff across the organisation.
Supporting the development and implementation of cyber security strategies, policies, and standards.
Engaging with external partners, auditors, and regulatory bodies on security and compliance matters.
Acting as a subject matter expert in specialist areas such as network security, cloud security, or incident response.
Contributing to long-term planning, resilience, and innovation in digital services.
Successful completion of level 6 qualification
	Possible progression to:
Senior Cyber Security Officer
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